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Abstract. Computational justice is an interdisciplinary study at an in-
tersection between computer science and social sciences, enabling and
promoting an exchange of ideas and results in both directions. From one
perspective, computational justice is concerned with the study of formal
representations of justice developed in computer science, and transferring
them to social settings. From the other perspective, it is also concerned
with importing concepts from the social sciences into computing appli-
cations. From both perspectives, computational justice has much to offer
the design of self-organising systems. The objective of this paper is to
contextualise computational justice in self-organising electronic institu-
tions, and from there to expose a broader set of deeper issues to be
addressed by future research.

Keywords: Self-Organising Systems, Open Systems, Justice

1 Introduction: What is Computational Justice

There is a requirement for computer systems and networks, to collectivise and
distribute computing resources amongst the components of the system. This cuts
across different dimensions of scale and geography, and is a feature of distributed
systems for cloud and grid computing, and sensor and vehicular networks [6, 4, 7].
The decision-making required to achieve this distribution is too fast, too frequent
and too complex for (human) operator intervention, so the system components
have to self-organise the distribution by, and between, themselves.

Furthermore, there is another trend towards the automation of critical in-
frastructure, for example in energy grids, water irrigation and transportation
systems, which critically involve active participation of (human) users [9,5].
In these applications, there is also a requirement to share physical resources
amongst the infrastructure users, who can be both producers and consumers of
resources (i.e. prosumers, typically found in energy grids). If that infrastructure
is instrumented with inter-connected sensors and (personal) devices, producing
a so-called ‘smart’ infrastructure, then the (user-centric) self-determination of
the resource distribution can be assisted by computational means.

In both cases, whether a ‘technical’ system or network composed purely of
autonomous computing components, as found in grid computing or sensor net-
works; or a socio-technical system composed of ICT-enabled people interacting
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with inter-connected, instrumented (and increasingly intelligent) devices, for ex-
ample a SmartGrid, we see that the actors have to self-determine the resource
allocation; however, they can also self-determine the rules that are used in this
self-determination. This is self-organisation: a group of interacting entities who
come together for some collective purpose, and agree amongst and by them-
selves, who is (and is not) a member of the group; what rules should be followed
to achieve the collective purpose; what rules should be used to change the rules
intended to achieve the collective purpose; and so on.

Given a set of actors needing to share resources, an allocation scheme which
maps resources to those actors, and a set of rules for determining that allocation
scheme, some natural questions arise — Is this allocation fair? Is the allocation
method effective? Is it efficient? Are the decision makers accountable? To what
extent did those affected by the rules participate in their selection? Was any
punishment for non-compliance with the rules proportional to the severity of
the offence? The study of these questions, in the context of automated self-
organisation of resource allocation systems, is the field of research we charac-
terise as computational justice, an inter-disciplinary investigation at the interface
of computer science and philosophy, economics, psychology and jurisprudence,
enabling and promoting an exchange of ideas and results in both directions.

From one perspective, computational justice is concerned with the appli-
cation of formal representations of and reasoning about justice developed in
computer science, and with making the outcomes of this representation and rea-
soning conceptually and perceptually clear to users of socio-technical systems for
managing social infrastructure, through visualisation, explanation, active partic-
ipation, and so on. From the other perspective, it is concerned with importing
concepts from the social sciences into computing applications, for example by
implementing theories of procedural, distributive or retributive justice in multi-
agent systems.

From both perspectives, computational justice has much to offer the study of
self-organising systems. The objective of this paper is to contextualise computa-
tional justice in self-organising electronic institutions. Accordingly this paper is
structured as follows. In Section 2 we identify key features of prototypical appli-
cations of self-organising systems for ‘technical’ or socio-technical applications.
This motivates the analysis of multiple different strands of justice discussed
in Section 3. These strands of justice are woven together in Section 4, in the
context of self-organising electronic institutions, an approach to self-determined
resource allocation, role assignment and rule selection/modification grounded
on the principles of Ostrom’s self-governing institutions [16]. From there, in Sec-
tion 5 we expose a broader set of deeper issues for computational justice in open
self-organising systems to be addressed by future research.

2 Open Self-Organising Systems

In this section, we survey a number of ‘technical’ and socio-technical systems in
which the self-organisation of resource allocation, role assignment and/or rule se-
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lection/modification is a crucial aspect of their successful operation; from which
we extract a number of key common features.

2.1 Prototypical Applications: ‘Technical’ Systems

Grid Computing. The idea of grid computing is to provide computing services
‘on demand’, and in particular the Desktop Grid provides a distributed com-
puting infrastructure based on communal pooling of resources [6]. This enables
agents (on behalf of their users) to offer or exploit idle computing resources
on (respectively) their own or others machines to process large, long-running,
computationally-intensive tasks in parallel, thereby increasing throughput, not
wasting CPU cycles, and so on. In the Trusted Desktop Grid, the problem of
free-riding (i.e. exploiting pooled resources without contributing to the pool) was
addressed by the self-organisation of a ‘trusted community’ [2].

Cloud Computing. One application of multi-tenant cloud computing is to
support real-time on-demand provisioning of different types of computing facil-
ity, software, platform, infrastructure, etc., undifferentiated as services, hence
software-as-a-service, platform-as-a-service, infrastructure-as-a-service, and so
on [4]. To reduce the total cost of ownership to the clients and to maximise rev-
enue, the cloud service provider requires as many clients to use the cloud offering,
without overloading it such that quality-of-service would be diminished and con-
tractual penalties incurred. In one sense this is a generalisation of well-studied
optimisation problems such as job-shop scheduling, except that the ‘jobs’ and
the ‘shops’ are autonomous decision-makers and availability of both may change
over time. Self-organising both tenancy arrangements and the ‘schedule’ (i.e. the
resource allocation) is one proposed approach to resolving this tension [20].

Sensor Networks. A sensor network is a type of open system with resource
constraints, in which functionality (i.e. distributed data measurement, aggre-
gation and reporting) may be compromised by a lack of resources, specifically
battery power. In particular, a trade off exists between accuracy and longevity for
networks implementing in-network data aggregation functions. Given that the
major drain on battery power is in communication, one solution is to self-organise
the network into clusters to minimise routing and transmission overheads; then
self-organise the clusters to distribute power consumption whilst staying within
an upper bound for the cluster reporting error. The idea is to achieve a ‘syn-
chronised failure’ with reliable reporting until the time of network failure with
the least power left unused, rather than a prolonged degradation with increasing
unreliability and for the network to fail when some nodes still have power.

2.2 Prototypical Applications: Socio-Technical Systems

SmartGrids. The vision for the energy grid of Schénau was a decentralised form
of green-energy production, in terms of both increasing the efficiency of energy
transmission and empowering citizens to take charge of their energy consump-
tion and production (http://www.ews-schoenau.de). The initial idea was to turn
energy consumers into prosumers, a combination of producers and consumers,
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by motivating individuals to produce and save energy, and to sell the surplus
back to the grid. This way of thinking initiated the process of equipping the
inhabitants of Schonau with resources to produce energy and manage it through
a citizen-owned social business, Power Supplier of Schénau. Most households in
this community produced energy by diverse means, and managed the process of
its distribution. However, to achieve this, a change in the law was demanded by
the community, so that the inhabitants could become the owners of their part
of the energy grid and the managers of the distribution process.

Wikipedia and giffgaff. giffgaff is a UK-based mobile phone service which
can be differentiated from other operators’ services because giffgaff subscribers
can also participate in specific aspects of the network operation, in particular
sales and marketing, customer services and product testing. For participation in
these activities, subscribers earn remuneration in the form of ‘Payback’, which
are points that can be redeemed for cash, credit or charitable donations.

Many other social networking and user-generated content-management plat-
forms demonstrate a similar pattern of user engagement and active participation,
sometimes in return for a digital currency, sometimes for social capital. However,
the Wikipedia case is unique: user types and associated roles (privileges and re-
sponsibilities) are not pre-set by either the platform itself or by the owner of the
service. Instead, the rules governing who is responsible for what resource and
empowered to perform which actions are determined by the users themselves.
Anybody can propose a new rule or a rule change — including the rules how to
choose moderators and their privileges and how to change rules. The commu-
nity decides whether to adopt the proposal or not. Wikipedia is an evolving,
self-organising institution adapting to the needs of its users: it is also likely that
some mobile network services and social networking platforms will follow suit.

2.3 Key Features

All the systems considered so far are open, that is to say, that they are composed
of autonomous entities of heterogenous provenance; there is no central controller;
there is not necessarily a common goal (as distinct from a common purpose), so
the entities may be competing, in particular for resources; but both a common
‘language’ and a mutually agreed and understood rule-set specifying ‘socially
acceptable’ behaviour can be assumed. Entities (agents) can join and leave the
system, in particular some entities may leave for good and some trying to join
may never have been previously encountered. We can identify these key features:

— self-determination: in the absence of a central controller, resource allocation,
the rules for determining the resource allocation, etc., must be determined
by the entities themselves;

— the expectation of error: in the presence of competition and conventional
rules, sub-ideal behaviour (contrary to specification) is to be expected, but
errors may be a result of accident or necessity as well as malice;

— enforcement: these systems might as well use random allocation if agenta can
repudiate conventional rules and sanctions for non-compliance by refusing
to abide by their outcomes;
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— an economy of scarcity: there are sufficient resources to keep the appropria-
tors ‘satisfied’ in the long-term, but insufficient resources to meet everyone’s
demands at any a particular time-point;

— endogenous resources: in a system where all the resources are provided by the
appropriators themselves, as in a sensor network or a micro-grid, computing
the resource allocation must be ‘paid for’ from these resources; and

— no full disclosure: the appropriators are autonomous and internal states can-
not be checked for compliance (with conventional rules), so incoming agents
do not have all the information required for necessarily reliable investment
decisions (e.g. contributing to a common pool).

However, if we also assume that we are dealing with ‘intelligent’ entities capable
of representing and reasoning with conventional rule-sets, then the features can,
we contend, be addressed by different aspects of ‘justice’.

3 Justice (Five Different Qualifiers)

In this section, we review five different qualified forms of justice, and then match
them to the key features of open self-organising systems of this type.

3.1 Justice

There are many different qualifiers of the term ‘justice’: the five we consider here
are natural, distributive, retributive, procedural and interactional justice.

Natural Justice. The term natural justice in UK law is derived from Ro-
man principles of justice which were assumed to be self-evident or axiomatic
and did not need a statutory representation. Such principles were audi alteram
partem (hear the other side) and memo iudex in parte sua (no-one a judge
in their own case). More recently, Binmore [3] uses evolutionary game theory
to investigate how groups of individuals can come to social arrangements that
are fair, equitable and stable. However, for our purposes, we have in mind is a
definition of natural justice that comes from the Human Rights principle of Par-
ticipation and Inclusion, that “All people have the right to participate in and
access information relating to the decision-making processes that affect their
lives and well-being”, which is a founding principle of the international NGO
(non-governmental organisation) Natural Justice.

Distributive Justice. Distributive justice is concerned with the ‘fairness’
of a particular resource allocation to a set of agents, given that there rate many
different fairness metrics [14]. Rescher’s analysis of distributive justice [23] con-
cluded that the Principle of Utility, taken as a fairness metric expressed as “the
greater good of the greater number”, is but one of many prevailing considera-
tions which need to be taken into account when determining a ‘fair’ allocation
of resources. Rescher [23] then observed that distributive justice had been held,
by various sources, to consist of treating people wholly or primarily according to
one of seven canons (established principles expressed in English), as the canons
of equality, need, ability, effort, productivity, social utility and supply & demand.
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Rescher’s analysis showed that each canon, taken in isolation, was inadequate
as the sole dispensary of distributive justice. Instead, his position was that dis-
tributive justice was found in the canon of claims, which consists of treating
people according to their legitimate claims, both positive and negative. This,
Rescher claimed, re-directed the search for distributive justice towards deter-
mining what the legitimate claims are, how they are accommodated in case of
plurality, and how they are reconciled in case of conflict.

Retributive Justice. There is a cultural tendency according to which, when
an agent does something wrong, like non-compliance with a normative system,
then the wrongdoer should deserve punishment.

From a utilitarian perspective, a punishment should bring some loss of utility
to the wrong-doing agent; and the justification for the punishment is that this
loss of utility acts as a deterrent to future wrongdoing, both to prevent recidi-
vism (the same agent repeating the wrongdoing) and to encourage other agents
to refrain from offending. This contrasts with retributivist notions of justice:
while the utilitarian perspective justifies punishment by its potential benefits
(the avoidance of future wrongdoing), the retributivist perspective holds that
punishment is a necessary consequence of committing an offence (the punish-
ment of past wrongdoing). Retributivists assert that non-moral agency deserves
to be punished in order to maintain a moral order, indeed Kant asserted that
no principle but retribution was a legitimate basis for punishment.

Whatever justification for punishment is established, practical questions then
arise regarding the design of a punishment system. This includes the forms of
punishment, e.g. whether the sanction should be a fine or the suspension of a
licence, and the principles of punishment, e.g. a commonly-held principle is that
a punishment should be proportionate to the severity of the wrongdoing. Ostrom
[16] maintained that a system of graduated sanctions was a necessary condition
for enduring self-governing commons, but also that there should be a fast and
effective dispute-resolution system. There are also different compensation strate-
gies for restorative justice, i.e. making good for loss suffered as a consequence of
wrong-doing. The notion of forgiveness might also have a role to play [27].

Procedural Justice. Robert’s Rules of Order [25] is a comprehensive man-
ual of procedures for conducting business in a deliberative assembly, i.e. a group
of individuals making a decision about some policy or course of action, and mu-
tually agreeing some conventional rules and procedures which regulate how that
decision is to be made. Procedural justice is concerned with ensuring that those
rules and procedures are fit-for-purpose (which includes ‘fairness’).

Concepts of procedural justice, i.e. what makes a procedure fit-for-purpose,
are of concern to many other fields of human endeavour as well as political
deliberation, including dispute resolution in law, public health, organisational
psychology, and philosophy. This has led to a number of different definitions,
but essentially they concur on measuring fitness according to three criteria: en-
gagement, openness and efficiency.

Interactional Justice. Interactional justice comprises two specific types of
interpersonal treatment [10]. The first is interpersonal justice, which is a measure
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of how ‘well’ those who are responsible for executing procedures or determining
outcomes treat those who are subject to the procedures and outcomes. The
second is informational justice, which is a measure of the justifications provided
to the subjects about which procedures were used or why resources were allocated
as they were.

3.2 Justice and the Key Features

We are now in a position to state how different qualifiers of justice can be used
to address the key features of open self-organising systems previously identified:

— self-determination requires a concept of natural justice, namely the right of
participation and inclusion, usually by voting;

— recognising the occurrence of errors and the enforcement of sanctions (and
agreements reached by conventional rules) requires a concept of retributive
justice: distinguishing between different types of error and offering the chance
of redemption and allowing for appeals are also essential;

— in an economy of scarcity, familiar fairness and efficiency criteria, like Pareto
efficiency and envy-freeness, may be ineffective in the short-term, and a con-
cept of distributive justice (or outcome justice) and a subjective agreement
on fairness norms is required [8];

— dealing with endogenous resources requires a concept of procedural justice:
if the administration of the rules has to be ‘paid for’ from the same resources
that are otherwise allocated for ‘useful’ jobs, then it is necessary to ensure
that they are efficient; and

— dealing with lack of full disclosure requires an element of interactional justice,
namely informational justice, to force disclosure of relevant information.

The next step is to weave the five different strands of justice together and
represent them in computational form: our proposal for achieving this is the
self-organising electronic institution.

4 Justice in Self-Organising Electronic Institutions

4.1 Self-Governing Institutions

Self-Organising Electronic Institutions are grounded in Ostrom’s work on self-
governing institutions for common-pool resource management [16]. Ostrom de-
fined such an institution as a set of working rules that specified procedures for
operational-, collective- and constitutional-choice, which were, respectively, con-
cerned with provision, appropriation and monitoring; determining the operational-
choice rules, rule enforcement and dispute resolution; and eligibility for deter-
mining the collective-choice rules.

These rules were role-based, mutually agreed, mutable and nested within
each other in action situations. Distinguishing between nested action situations
requires a formal characterisation of institutionalised power [11], whereby an
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agent appointed to a role in an action situation is empowered to bring about
a fact of conventional (or institutional) significance by performing a designated
action in that specific context.

Ostrom also observed that on some occasions the resource was not depleted,
and on others it was. Eight principles were identified as necessary and sufficient
conditions for a common-pool resource managed by a self-governing institution
to endure, [16, p. 90], including: (1) clearly defined boundaries, (2) congruence
between appropriation and provision rules and the state of the prevailing environ-
ment; (3) collective-choice arrangements: those affected by the operational-choice
rules participate in selection and modification of those rules; (4) monitoring by
accountable agencies; (5) graduated sanctions; (6) accessible conflict-resolution
mechanisms; (7) no external interference; and (8) system of systems.

4.2 Self-Organising Electronic Institutions

A Self-Organising Electronic Institution is essentially a collection of agents plus
a specification of a dynamic norm-governed system [1] which should encapsulate
Ostrom’s principles. Formally it can be denoted by ZC; which is a multi-agent
system at time ¢ defined by:

ICt = <./4, C, R, £>t
where (omitting the subscript ¢ if clear from context):
— A is the set of all agents;
— C is the set of action situations;

— R is a binary nesting relation on C;
— L is a dynamic norm-governed system specification.

In the framework of [1], a number of degrees of freedom (DoF) are identified, so
L defines a specification space, where each specification instance is defined by a
different set of values assigned to the DoF. For example, one degree of freedom is
the method by which the resources are allocated (e.g., at random, by ration, or
using legitimate claims), and another might be which role-assignment protocol
to use. Some of the degrees of freedom may be changed by rules contained within
the action situation, and some may be changed by decisions made in the action
situation with which it is nested, as determined by the nesting relation R.
Each action situation C;; € C; is defined by:

Cip = (M, 1€}
where (again omitting the subscripts as clear from context):

— M is the set of members, such that M C A
— [ is a specification instance of £; and
— € is the cluster’s local environment, a pair (Bf, If)

Regarding the environment €, Bf represents the set of ‘brute’ facts whose
values are determined by the physical state, including the sum of common-pool
resources P as a result of provision by the agents. If represents the set of ‘insti-
tutional’ facts, whose values are determined by the conventional state, i.e. are
asserted by the exercise of institutionalised power.
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4.3 Computational Representation of Institutional Rules

One way to represent the rules of £ is to use the Event Calculus (EC) [12] to
define an executable specification. The EC is a logical formalism for representing
and reasoning about actions or events and their effects based on a many-sorted
first-order predicate calculus. An action description in EC includes axioms that
define a narrative (the occurrence of actions), using the happensAt predicate;
the effects of actions, using initiates and terminates predicates; and the values of
the fluents, using initially and holdsAt predicates. A fluent is then a proposition
whose values can change over time.
L is then an EC action description containing axioms of the form:

Action initiates F=V at T <+ Conditions

which are read as stating: the occurrence of action Action at time T initiates a
period of time for which the value of fluent F'is V, if the Conditions are satisfied.
The physical and institutional facts in an action situation’s environment e are
represented as EC fluents.

As an executable specification, given a narrative of events (Actions) and a
starting state at time ¢ of an action situation C; ., the EC specification can be
queried to determine what was the state of the action situation at some later
time point ¢/, C; v/, and indeed at every time point in-between.

4.4 Ostrom’s Principles and Computational Justice

Our final move in this section is to relate Ostrom’s principles to specific qualifiers
of justice and then encode them as EC specifications in, or about, L.

For example, Ostrom’s principles (1) clearly defined boundaries and (3) col-
lective choice arrangements indicate a need for a system of natural justice. This
can be encoded in role-assignment protocols and voting protocols [19]. Similarly,
Ostrom’s principle (2) refers to appropriation and provision rules and the need
for a system of distributive justice which if ‘fair’ and stable is sine qua non. An
encoding of Rescher’s theory of legitimate claims in the context of self-organised
resource allocation in an economy of scarcity can be found in [21]. Finally, Os-
trom’s principles (5) graduated sanctions and (6) access to conflict-resolution
procedures indicate a need for a system of retributive justice. A preliminary in-
vestigation of self-organisation of a system of graduated sanctions against the
frequency of offences in a linear public good games is undertaken in [18].

However, fully ensuring the congruence of the appropriation and provision
rules to the state of the prevailing environment indicates a requirement for a
system of procedural justice. Furthermore, the notion of ‘satisfaction’ needs to be
related to individual preferences and social capital, especially in self-organising
socio-technical systems. This goes beyond quantitative measures of utility used in
previous experiments, and requires a computational theory of emotion together
with a system of interactional justice, and in fact the first part — the need for
interpersonal justice measured by ‘quality of treatment’.

These are issues for further work, and in the next section we consider some
more issues for further research.
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5 Issues for Further Research

Some of the issues for further research concern applying Ostrom’s principles and
computational justice to knowledge commons, visualisation in socio-technical
systems, evidence-based policy-making and self-governing learning agents. We
briefly consider each in turn.

Knowledge commons. [17] was concerned with treating knowledge as a
shared resource, motivated by the increase in open access science journals, digital
libraries, and mass-participation user-generated content management platforms.
It then addressed the question of whether it was possible to manage and sustain
a knowledge commons, using the same principles used to manage ecological sys-
tems with natural resources. A significant challenge in the democratisation of Big
Data is the extent to which formal representations of intellectual property rights,
access rights, copy-rights, etc. of different stakeholders can be represented in a
system of computational justice and encoded in Ostrom’s principles for knowl-
edge commons. As observed in [26], the power of Big Data and associated tools
for analytical modelling: “... should not remain the preserve of restricted gov-
ernment, scientific or corporate élites, but be opened up for societal engagement
and critique. To democratise such assets as a public good, requires a sustainable
ecosystem enabling different kinds of stakeholder in society”.

Visualisation. People occupying a physical space have to access its physical
resources and services water, energy, mobility, etc. To this end, an infrastruc-
ture is developed and deployed; the automation of that infrastructure results in
calling it ‘Smart’ (SmartGrids, SmartCities, etc.), and demand-side active par-
ticipation and user engagement is presumed. However, the user-infrastructure
interface and interaction dynamics are often neglected with critical consequences
for sustainability [13]. To get both a better understanding of the behaviour of
energy consumers and getting energy consumers to understand better the effects
of their behaviour on the grid, virtual environments can be used as an innova-
tive energy infrastructure interface, with a particular emphasis on visualisation
of the principles for self-organisation of the resource allocation [5]. Effectively, we
are looking towards the visualisation, animation and explanation of the justice
system(s) underlying all decision-making in the ‘Smart’ infrastructure.

Evidence-based policy making. This is another issue concerning socio-
technical self-organising systems. Whatever policies are developed in order to
achieve macro-level goals, like sustainability, or low-carbon emission, etc., peo-
ple do not simply comply or not comply with the policy, they react to incentives
implied by the policy [15]. Those incentives often stimulate behaviour different
from what was intended, because people have other incentives to find loopholes
in the policy or because the policy has unintended secondary and even tertiary
consequences. The logical representation of policy as a system of computational
justice, in conjunction with agent-based population simulation, offers an intrigu-
ing route to building an evidence-base for informing systematic decision-making.

Self-governing learning agents. A major challenge to build durable open
systems holds in the cybernetic loops between norm-governed agents and insti-
tutions. To adapt to and learn to shape their normative environment, a solution
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consists in endowing autonomous agents with reinforcement learning. Consid-
ering rewards and punishements, they may comply and internalise the cost of
non-compliance. As the social system may turn to be unfair, these agents shall
also learn to influence existing insitutions and even self-organise to constitute
their owns. In this view, and in conjunction with an extractable algebraic repre-
sentation akin to utilitarian quantitative calculus of implementation theory, the
executable logical representation of norm-governed learning agents as proposed
in [24] paves the way for the study of durable self-governed systems of learning
agents.

6 Summary and Conclusions

In summary, this is a part survey paper, part position statement on the multi-
disciplinary nature of computational justice in open self-organising systems. It
has also attempted to give an indication of our approach to grounding computa-
tional justice in self-organising electronic institutions founded on Ostrom’s prin-
ciples for enduring self-governing institutions. However, while we feel we have
made some progress on the formal representation of natural, distributive and
retributive justice, there are still many unanswered questions, other aspects of
justice yet to be fully investigated (i.e. procedural and interactional justice), and
further substantial research challenges to be addressed. We believe that answer-
ing these questions and addressing these challenges is important and necessary,
as we have shown that (computational) justice is an essential requirement for
self-organising socio-technical systems, without which adaptive institutions for
addressing sustainability and climate change [22] may not even be possible.
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